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uHGpopMaALMOHHOM 0€301aCHOCTH

1. O01mme moJ10KeHus

1.1. [Nonutuka undopmanuonnoit 6ezonacHoctu (nanee — [lonmutuka Wb ) ompenenser uenn u
3aJjauyd CUCTEMbl oOecrieueHus] HH(POPMALMOHHOM 0e30MacCHOCTH M YCTaHABJIMBAET COBOKYITHOCTh
IpaBwWJI, MPOLENYpP, NPAKTUUECKUX MPUEMOB, TpeOOBAaHUI U PYKOBOASILKX HMPHUHLMIIOB B 00NacTU
UH(POPMALIMOHHOM 0€30MacHOCTH, KOTOPBIMH PYKOBOJACTBYIOTCS PAOOTHUKHM MYHUIUNIAIBLHOIO
OI0/KETHOTO JIOUIKOJIBHOTO 00pa3oBaTEIbHOTO YUYpexjaeHus aerckoro cama Ne 62 (mamee —
MB/IOY), npu oCyIIeCTBICHUN CBOCH NESTEIBHOCTH.

1.2. OcnoBnoii nenbto [Homutuku Wb sBrsercs 3amura nndopmanun MBJIOY npu ocymiecTBieHHH
YCTaBHOM J€ATEIBHOCTH, KOTOPAs IPEeyCMaTPUBACT IPUHATHE HEOOXOIUMBIX MEp B LIEJSIX 3aIIUTHI
MH(pOpPMallMU OT CIIy4allHOTO WJIU NMPEAHAMEPEHHOIO0 U3MEHEHUs, PaCKPBITUS WIH YHUUYTOXKEHUS, a
TaKXe B LENAX COOMIOJEHUS KOH(HIECHIMAIBHOCTH, LIETOCTHOCTU U JIOCTYITHOCTH MH(OpMALUH,
oOecrniedyeHus mpolecca aBTOMaTU3UPOBAaHHON 00pa0OTKY TaHHBIX B yIIPaBICHUH.

1.3. Ilonutuka Ub pa3paborano B coorBercTBUU ¢: DeaepanbHbiM 3ak0oHOM OT 27 utonst 2006r. Ne
149- ®3 «O6 wuHpopmanuu, WHPOPMAIMOHHBIX TEXHOJOTHSIX W O 3aluTe HHpOpManuny,
®enepanbHbIM 3aKk0H OT 27 utong 2006r. Ne 152-®3 «O nepcoHabHBIX JaHHBIX», DenepaabHbIM
3akoH oT 10 suBaps 2002r. Ne 1-®3 «O0 snexTpoHHOM udpoBoit noanucu», Ykazom [Ipesnnenta
Poccuiickoit @eneparun ot 6 mapra 1997r. Ne 176 «O6 yrBepxnaenuu Ilepeuns cBeneHuit
KOH(uUIeHIMaIbHOro Xapakrepay, [locranoBinenuem [IpaButensctBa PO Ne781 ot 17.11.07r. «O0
YTBEP)KICHUHU MOJIOKEHUsI 00 oOecriedeHnn 6e301MaCHOCTH EPCOHANIBHBIX IaHHBIX MPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHCTEMaxX MEePCOHAIbHBIX JaHHbIX», [locTranoBnenue [IpaButenscrea PO Ne 687
ot 15.09.08r. «O6 yrBepkaeHuu Ilonoxenus 06 0COOEHHOCTAX 00paObOTKU MEPCOHABHBIX TaHHBIX,
OCYIIECTBIISIEMO O€3 HCTI0Ib30BaHMsI CPEJICTB ABTOMATU3ALINN» A TAKXKE PSJIOM HHBIX HOPMAaTUBHBIX
IPaBOBBIX aKTOB B c(hepe 3aluThl UH(OPMAITHH.

1.4. OTBETCTBEHHOCTH 3a COOJI0IeHHEe NHHOPMAITMOHHOW OE30MaCHOCTH HECET KaXKIIBIH COTPYIHUK
MBJIOY. Ha nuu, paGoTarommx Mo J0roBopaM IpakKAaHCKO - MPAaBOBOI'O XapaKTepa, MOJIOKEHHS
HACTOALIEH MOJTUTUKH PACIIPOCTPAHSIOTCS B CIydae, €CIM 3TO 00YCIOBIEHO B TAKOM JIOTOBOPE.

1.5. B Ilonutuke Mb ncnons3yroTcs caeayomue NOHITHS:

* lndopmanmonnas 6e3onacHocts opranuzauuu (Mb) oprannzanuu: coctosiHue 3auIeHHOCTH
MHTEPECOB OPraHU3aIMK B YCIOBUAX Yrpo3 B HHPOPMALIMOHHOM cdepe.



= OObekT 3amuThl HUHPOpPMALMU: HUHPOPMALUS WIA HOCUTENb HWHGPOpPMAIUK, WU
WH()OPMAIIMOHHBIM TPOIECC, KOTOPYIO(bI) HEOOXOIUMO 3aIUIIATh B COOTBETCTBUH C IEIBIO
3aMUThl UHOOPMALIHH.

* 3amuuiaembli  nporecc (MHGOPMAIMOHHON TEXHOJOTHH): TMPOLECC, HCIONb3yeMblil B
WH(OPMAIIMOHHONW TEXHOJIOTUU I OOpabOTKM 3ammmaeMoil WHGOpManuu ¢ TpeOyemMbIM
YPOBHEM €€ 3alllUIICHHOCTH.

* Hapymenue nH(opMaiioHHON 0€30MacHOCTH OpTaHU3aIMK: CIyYyaifHOe WM MpeHaMepeHHOe
HEeIMpaBOMEpHOE JeicTBHE (pu3nueckoro juia (CyObekTa, OObEKTa) B OTHOIICHHH AaKTHBOB
OpTraHM3aINH, CICJCTBUEM KOTOPBIX SIBJISICTCS HapylIeHHWEe 0e30MacHOCTH MH(OpMALUU MpHU ee
00paboTKe TEXHUYECKHMMH CpEICTBaMH B HMH(DOPMAIIMOHHBIX CHCTEMaX, BbI3bIBAIOIIEE
HETaTUBHBIE MOCIENCTBUS (YIIepO/Bpe ) sl OpraHu3aIlHH.

* Upessbruaitnas cutyarus (UC): oOctaHOBKa Ha ONPENEICHHOW TEPPUTOPHH WM aKBAaTOPHH,
CIIOXKHBIIIASCS B PE3yJIbTaTe aBapHUH, OMACHOTO MPHUPOJIHOTO SIBICHUS, KATACTPO(BI, CTHXUHHOTO
WM UHOTO O€ICTBHSI, KOTOpPhIE MOTYT MOBJIEYb WJIM TOBJEKIHN 32 COOOM UeIoBEYECKUE SKEPTBBI,
yiiepO 30pOBBIO JIIOACH WM OKPYXKAIOIIEH MPUPOIHON Cpelie, 3HAYUTENIbHbIE MaTepUaIbHbIC
MOTEPU U HApYIICHHUE YCIOBUHN )KU3HEACATEIHLHOCTH JIIOICH.

* MHmmneHT MHQOPMAMOHHONW O€30MacHOCTH: JII000€ HETPEeIBUICHHOE WIM HEXelaTelbHOe
cOOBITHE, KOTOPOE MOYKET HAPYIIUTD JIEATEIHHOCTh WM HHPOPMAIIMOHHYIO O€3011acCHOCTh (yTpaTta
ycIIyr, O0OOpYAOBaHHMS WM YCTPOWCTB, CHCTEMHBIE COOM WJIH TEperpy3Kd; ONIMOKH
MOJIb30BaTeNe; HeCOOMI0ACHHE TOMUTHKU UK pekoMeHaanuii no Ub; napymenue ¢puznyeckux
Mep 3allUThl, HEKOHTPOJIHPYEMbIE W3MEHEHHUS CHUCTEM; COOHM MPOTrPaMMHOTO OOeCredeHUs W
OTKa3bl TEXHUYECKHUX CPECTB; HAPYIICHUE MPABUI IOCTYIIA).

1.6. B Ilonutuke Wb ucmnons3yroTes cieayronme 0003HaueHus 1 COKPAICHUN

APM ABTOMAaTU3UPOBAHHOE pabouee MECTO
AC ABTOMAaTU3MpPOBaHHAs CUCTEMA
MB/I0Y MyHununaibHoe OOKETHOE JOUIKOJIBHOE
oOpasoBarenbHOe yupexkaeHne neTckuit cag No 62
b WNudopmannonHas 6€300acHOCTb
P WHdopmannoHHbIi pecypc
ncC HNudopmannonHas cucrema
T WNHpopMalinoOHHbIE TEXHOJIOTHH
HCJ HecaHKIIMOHMPOBaHHBINA JOCTYII
OK3 Opran kpunrorpaduyeckoi 3auThl
1o 10O IlporpammHoOe obecrieueHue
CK3H1 CpenctBo kpunTorpaguueckoil 3amuThl HHGOpPMaLUH
CYUb Cucrema yripaBieHHst HHQOPMAIIMOHHONW 6€30MacHOCTHIO

2. Henpb n 3a1a4M NOJTUTHKH HHPOPMALMOHHOI 0€30I1aCHOCTH

2.1. OcHOBHBIMU 1eJISIMU TTOJIMTHKN b sBisroTCs:

e CcoxXpaHeHHME KOH(PHUICHIHNATBHOCTH KPUTUYHBIX HH(POPMAIITMOHHBIX PECYPCOB;

e obecrieyeHHe HEMPEPHIBHOCTHU AOCTYMa K HH(opManoHHbIM pecypcam MB/IOVY;

e 3amuMTa IEJIOCTHOCTH WH(OpMaIMu C 1enplo moanaepkanus Bo3MokHocth MBJIOY mo
OKa3aHHUIO yCIYT BHICOKOTO KauecTBa U MPUHATHIO 3PPEKTUBHBIX YIIPABICHYECKUX PEILICHUH;




® TIOBBIIICHHE OCBEIOMJICHHOCTH IIOJIb30BaTeNeii B 00JacTW pPUCKOB, CBS3aHHBIX C
nHpopmarmoHasiMH pecypcamu MBJIOY;

e OIpe/eieHNe CTENEHH OTBETCTBEHHOCTH M OOS3aHHOCTEH COTPYAHUKOB IO 0OECHEUEHUIO
UH(POPMALIMOHHOHN 0€30MaCHOCTH.

® [IOBBbIIIEHUE YPOBHS A3PHEKTUBHOCTH, HENPEPHIBHOCTU, KOHTPOJINPYEMOCTH MEP IO 3allUTe
OT peayibHbIX yrpo3 Ub;

® [IPEJOTBpAIICHHUE W/WIN CHIKEeHHE yiepOa oT mHIuaeHToB U1b.

2.2. OcHoBHBIMHY 3agadamMu noautuku Ub sBiasrorcs:

e paspaboTka TpeboBaHwMii Mo obecneuenuto Ub;

®  KOHTPOJIb BBIIIOJIHEHHUS YCTAHOBIICHHBIX TpeOOBaHMii 1o obecnieueHuto Ub;

e TOBBIIIEHUE HPPEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPOIPHUITUN 10
obecrieueHuro u nojaepkanuo 1b;
pa3paboTKa HOPMATUBHBIX JOKYMEHTOB JuIst obecnieuenust Ub MB/1OVY;
BBISIBJICHUE, OIICHKA, TPOTHO3UPOBAHUE U TIpeIoTBpalieHue peanusauun yrpos b MB/IOY;
OpraHu3aIys aHTUBUPYCHOM 3amuThl HHQOopMaoHHbIX pecypcoB MBJIOY;
3amra uHpopmanun MBJIOY ot HecankIoHNpoBaHHOTO HocTyma (nanee- HCJ) u yreukn
110 TEXHUYECKUM KaHajlaM CBSI3U;

3. KonnenryajibHasi cxeMa odecriedeHusi HHPOPMAIMOHHOH 6e301acCHOCTH

3.1.IMonmutuxa Ub MBJIOY nanpasiena Ha 3aiuTy HHGOPMAIIMOHHBIX PECYPCOB (AKTUBOB) OT yIPo3,
UCXOJSIIUX OT MPOTUBOMNPABHBIX ACHCTBUN 3710YMBIIIEHHUKOB, YMEHBIIICHUE PUCKOB M CHU)KEHHE
MOTCHIIMAJIBHOTO Bpela OT aBapuil, HENpPEAHAMEPCHHBIX OIMUOOYHBIX JCHUCTBUU COTPYIHUKOB
MB/IOY, Texnudyeckux cO0OeB aBTOMATH3UPOBAHHBIX CHCTEM, HEMPABHIBHBIX TEXHOJIOTHYECKUX U
OpPTraHM3AIMOHHBIX PEIICHUH B MpoIleccax MoucKa, coOopa XpaHeHHsI, 00paOOTKH, MPEAOCTABICHUS H
pactpoctpaHeHuss uHpopManuu u oOecrneueHue 3¢pdekTuBHOrO M OecrnepeboitHOro mporecca
JESTSIILHOCTH.

3.2.HauGonpmmmMu BO3MOKHOCTSMHM JUUIsl HaHECeHHs yiiepba obiagaeT COOCTBEHHBIN NepcoHall
MB/IOY. Puck aBapuif U TeXHHYECKMX COOEB B aBTOMATH3MPOBAHHBIX CHUCTEMax OMpEIeNseTcs
COCTOSIHHEM  amlmapaTHoro  oOecnedyeHusi, HaJASKHOCTbIO CHUCTEM  DHEProCHAOXKEHHS U
TEJIEKOMMYHUKAIUK, KBalH(pUKAMEH COTPYAHHUKOB HX CIOCOOHOCTHIO K aJIeKBaTHBIM H
He3aMe VT TEIbHBIM JICMCTBUSIM B HEIITATHON CUTYallUN

3.3.Ctparerus obecniedenust Ub MBJ/IOVY 3akntodaercss B UCIIOJIb30BAaHUU 3apaHee pa3pabOTaHHbBIX
MEp NPOTUBOACHUCTBHSA aTakaM 3JIOYMBIIIJIEHHUKOB, a TAaKXe IPOrpaMMHO-TEXHHUYECKHX H
OpPraHM3aI[MOHHBIX pPELIEHUHN, TO3BOJSIONIMX CBECTH K MHUHUMYMY BO3MOJKHBIE IOTEpU OT
TEXHUYECKUX aBapHuil U oMOOYHBIX JeiicTBuil cotpyaaiukos MB/IOY.

4. OcHOBHBbIC NPUHIMIBI 00ecnedeHUsT HHPOPMALMOHHOI 0e30IaCHOCTH

4.1. OcHoBHBIMU TIpUHIIUIIaMU oOecrieuenus 1b:
® TIOCTOSHHBIM M BCECTOPOHHUI aHAJIN3 aBTOMAaTU3UPOBAHHBIX CUCTEM M TPYAOBOTO IIpoliecca
C 1IeJIbIO BBISIBJICHUS YA3BUMOCTU MH(GOpMalmoHHbIX akTuBoB MBJIOVY;
® CBOEBpPEMEHHOE OOHapykeHHe NpoOieM, MOTEHIHATbHO CIOCOOHBIX MOBIUATH Ha Wb
MB/IOVY, KoppeKTUpOBKa MOJIEIEN YIPO3 U HAPYLLIUTEIS;
e pa3paboTKa U BHEAPEHUE 3AIIUTHBIX MED;



® KOHTPOJIb 3(pPEKTUBHOCTH MPUHUMAECMBIX 3AIIUTHBIX MEP;

e [lepconudukamnms u pasaeneHue pojaei U OTBETCTBEHHOCTH Mex Ay coTpynuukamu MBJIOY
3a obecrieuenne Wb mkombl HCXOAUT W3 MNPHUHLMIA NEPCOHAIBHON M €IUHOIUYHOMN
OTBETCTBEHHOCTH 3a COBEPILIAEMBIE OIEPALIUU.

5.00beKThI 3aLIUThI

5.1. O0beKTaMu 3aIIUTHI ¢ TOUKH 3peHus b B ynpaBieHUn SIBISIOTCS:
e UH(OPMAIMOHHBIN MPoLEcC MPOPECCHOHATBHON AEITETbHOCTH;
e wuHpopmarmonHsie akTuBel MBJIOY.

5.2. 3amumiaemast “H(GOpPMAIIHSI IETUTCS Ha CICTYIOIINE BUIBI:

e uHbOpMaIus o GUHAHCOBO-3KOHOMHUYECKOU nesTeabHocTH MBJIOY;

® [IepCOHaJbHBIE JaHHble — Ji00as HH(OpPMAaLMsA, OTHOCSIIAACA K OIPEACICHHOMY WU
OmpezeNnsseMOMy Ha OCHOBaHMM Takol wuHopMmanuu QusndeckoMy Uiy (CyOBeKTy
NEPCOHAIBHBIX JAaHHBIX ), B TOM YHCIIE €T0 (paMHIIHSL, UM, OTUYECTBO, TO/1, MECSII, 1aTa K MECTO
POXKICHHSI, aJpec, ceMelHoe, COIMalbHOE, MMYIIECTBEHHOE IIOJIOKeHHe, oOpa3oBaHHeE,
npodeccus, T0X0bl, Apyrast UH(HOPMAIIHS;

e Jpyras uH(pOpMAIHI, HE OTHOCAIIASCS HU K OJHOMY M3 YKa3aHHBIX BBIIIE BUIOB, KOTOpas
ormeueHa rpudom «ls ciyxeOHoro moaszoBanuss» win «KoHuIeHINATEHOY.

6. TpedoBanusi mo nHGOPMAITUOHHON 0€30MACHOCTH

6.1.B oTHOMIIEHUN BCEX COOCTBEHHBIX HHPOpMaMOHHBIX akTUBOB MBJIOY, akTHBOB, HAXOIAITUXCSI
non kouHtporiem MBJIOY, a Takke aKTHBOB, HCHOJB3YEMbIX [UIsl TMOJY4YeHHs JOCTyHa K
unppactpykrype MBJIOY, nomkHa OBITH ONpeleieHa OTBETCTBEHHOCTh COOTBETCTBYIOIIETO
corpyanuka MBJIOY. Uudopmarius o cMeHe BiiafieblieB aKTUBOB, UX PacpeIeICHUU, U3MEHEHUSIX
B KOHUTYypallud M HcIoNb3oBaHuu 3a mpenenamMu MBJIOY nomkHa AOBOAMTHCS A0 CBEACHUS
3aBeayromiero MBJI0Y.

6.2.Bce paboter B mipenenax MBJIOY momKHBI BBIMOTHATHCS B COOTBETCTBUH C O(PHUITHATHHBIMU
JOJIKHOCTHBIMH 00SI3aHHOCTSIMU TOJIBKO Ha KOMITBIOTEPAX, pPa3pelieHHbIX K UCTIOIb30BAHUIO.

6.3.Bce nannble (KOHOQHUAESHIMAIbHBIE WM CTPOTO KOH(UAECHIHAIbHBIE), COCTABIISAIOLINE TailHy
MBJ/IOY u xpansmuecs Ha JKECTKUX JUCKaX IOPTAaTHBHBIX KOMIIBIOTEPOB, JOJIKHBI OBITH
3appoBaHbI.

6.4.3aBeyromuil 10JKEH MEPUOJUYECKU TEpecMaTpUBaTh IpaBa JOCTYIIA CBOUX COTPYAHHMKOB U
JPYTHUX MOJIb30BaTeNel K COOTBETCTBYIOIINUM HH(OPMALIMOHHBIM PECYpCaM.

6.5.B nensx obecniedyeHns CaHKIMOHHPOBAHHOTO JOCTyNa K MH(GOPMAlMOHHOMY pecypcy, JTr0oi
BXOJ] B CUCTEMY JIOJI’KEH OCYIIECTBIIATHCS C UCIOIb30BaHMEM YHUKAJIbHOTO UMEHU MOJIb30BATENS U
HapOoJIsL.

6.6.ITonp30BaTENIN JOJHKHBI PYKOBOJICTBOBATHCS PEKOMEHJIAIIUSAMH 0 3allUTE CBOETO TapoJisi Ha
JTare ero BhIOOpa U MOCIEAYIONIEro NCMOIb30BaHUs. 3anpeniaeTcs coo0uaTh CBOM Mapoib IPYTUM
JUIAM WA TPEJOCTaBIIATh CBOIO YYCTHYIO 3allUCh JPYTUM, B TOM YHCIIEC YICHAM CBOSH CEeMbH U
OJIN3KUM.



6.7.B nporiecce cBoel pabOThI COTPYAHUKHA 00sI3aHBI MIOCTOSTHHO HUCIIOJIB30BaTh PEXXHUM '"DKpaHHOU
3acTaBKU'" € NMapoJIbHOM 3aUTON. PexomMeHnyeTcst ycTaHaBIMBaTh MaKCUMallbHOE BpeMs "mpocTos”
KOMIIBIOTEpA JI0 MOSBICHUS 3KPaHHOM 3aCTaBKU HE J0JblIe 15 MUHYT.

6.8.]_IOCTYH K CCTH I/IHTepHeT obecrneynBaeTcs TOJILKO B IMPONU3BOACTBCHHBIX LECIAX W HE MOXKET
HCIIOJIB30BaThCS JJI9 HE3aKOHHOM JACATCIbHOCTH.

Pexomenoosannvie IPABHIIA:

» corpynaukam MBJIOY paspenraercst HCoib30BaTh CeTh IHTEPHET TOJIBKO B CITYKEOHBIX 1ETIAX;

* 3alIpelaeTcs MocemeHue J0oro caiita B ceTd MHTEpHET, KOTOPBIN CYMTACTCS OCKOPOUTEIBHBIM
JUIsL OOIIECTBEHHOTO MHEHUSI WM COJEPKUT MH(GOPMAIUIO CEKCYalIbHOIO XapakTepa, ponaraniy
pacoBOil  HEHAaBHCTH, KOMMEHTApHUH IO  T[OBOAY  Pa3IU4Hs/TIPEBOCXOACTBA  IMOJIOB,
JUCKPEIUTUPYIOLIUE 3asBIICHUSI WM MHbIE MAaTEpPHUabl C OCKOPOUTEIbHBIMU BbICKA3bIBAHUSMHU IO
MOBOJy YbEro-muO0 BO3pacTa, CEKCyalbHOW OPHECHTALMH, PEIUTHO3HBIX WM IOJTHTHUYSCKUX
yOeXAeHH, HAIIMOHATLHOTO MMPOUCXOKICHHS U HEJIEeCIIOCOOHOCTH;

» pabora corpyaaukoB MBJ/IOVY ¢ MHTEepHET-pecypcamMu JOMyCKAeTCs TOIBKO PEKUMOM IIPOCMOTPa
uH(pOpMaLIiH1, UCKIII0Yas BO3MOXXHOCTh niepefaun unpopmanuu MBJIOY B cets UHTEpHET;

* COTpPYOHUKAM, HMEIOIIMM JIMYHBIE YYETHBIC 3allUCH, MPEAOCTABICHHbIC MyOINYHBIMU
poBaiiiepaMu, He pa3peliaeTcs Moab30BaThCsl MU Ha 000pynoBaHuu, npuHaanexamem MBIOVY;
= corpyauuku MBJIOVY niepen OTKpbITHEM HITH paclipocTpaHeHHeM (aiiioB, MOIYUYEHHBIX Yepe3 CeTh
WHTepHeT, 101KHBI IPOBEPUTH UX HA HAJIMYKUE BUPYCOB;

= 3anpenieH noctyn B MaTepuer uepes cerb MBJIOY miist Bcex uil, He SBISIOMIUXCS COTPYAHUKAMU
MBJIOY , BKito4as 4I€HOB CEMbU COTPYAHUKOB.

6.9.AIIMUHUCTPAaTOp HMMEET MpPaBO KOHTPOJIUPOBATH COJAEPKAHHME BCEro MOTOKAa HH(OpManuu,
IPOXOJAIIEeH yepe3 KaHall CBsA3U K ceTu IHTepHeT B 000MX HanpaBieHUsX.

6.10.CoTpyITHUKH JOJDKHBI TOCTOSSHHO TIOMHHTH O HEOOXOAMMOCTH OOecCTedYeHMs] (PU3HUECKOU
6e30macHOCTH 000pyI0BaHNUs, HA KOTOPOM XpaHuTcs nHpopmanus MBJIOVY.

6.11.CoTpyaHHKaM 3amlpelieH0 CaMOCTOSATENIbHO HW3MEHATh KOH(PUIYpalUI0 ammapaTHoro |
porpaMMHOro obecrneuenus. Bce usmenenus npoussoaut aamunuctpatop JIBC.

6.12.Bce koMIproTepHOE 000pYZOBaHHE (CEpBEPHI, CTAlMOHAPHBIE U MOPTATUBHBIE KOMIIBIOTEPHI),
nepugepuitHoe obopynoBaHHE (HampuMep, NPUHTEPBl U CKAHEPHI), akceccyapbl (MaHUMYIATOPHI
Tuna "MBIB", MIApOBbIE MaHUIYJIATOPBL, AUCKOBOABI g CD-IuCKOB), KOMMYHHMKAIIMOHHOE
oOopynoBanue (Hampumep, (hakc-MoJaeMbl, CeTeBble aJanTepbl U KOHLEHTPATOPHl), AN Leiel
HACTOSIIIICH TIOMUTHKKA BMECTE HMMEHYIOTCS "KoMmbloTepHoe obopynoBanue". KommbroTepHoe
000py0BaHUE, MPEIOCTABICHHOE LIKOJIOW, SBJISETCS €€ COOCTBEHHOCThIO M NMPEIHA3HAUYEHO IS
MCIIOJIb30BaHUs UCKIIIOYUTEIHHO B MPOU3BOJICTBEHHBIX IIEJISAX.

6.13.Kaxxaplii COTpyIHUK, OJYYUBIIUI B IOJB30BaHUE TIOPTATUBHBIA KOMIBIOTEP, 00s513aH PUHATH
Ha/IJIe)Kallre Mephl 0 00ECTIEYEHHIO €r0 COXPaHHOCTH.

6.14.Bce KOMIBIOTEPBI JOJDKHBI 3alUINATHCA IMAPOJEM IPU 3arpy3Ke CHUCTEMbI, aKTUBALUU IIO
ropsiueil KJaBuUIIE U IOCJE BbIXOJa M3 pexuma "DkpaHHOU 3acTaBku". JIJis yCTaHOBKU PEXUMOB
3alIUTHl TOJIb30BaTENb JOJDKEH OOpaTUThCS K aJMUHHCTparopy. JlaHHBIE HE JOJDKHBI OBITH
CKOMIIPOMETHPOBAHBI B CITy4ae XaJaTHOCTH WK HEOPEKHOCTH, IPUBEILIEH K TOTepe 000pyJ0BaHMUSL.



Hepezl YTI/IJ'II/I38.I_II/IGI7I BCE€ KOMIIOHCHTBI O60pyI[OBaHI/ISI, B COCTAaB KOTOPBIX BXOAAT HOCUTCIIN JAHHBIX
(BKJTIOUAsT JKECTKUE TUCKH), HEOOXOIUMO MPOBEPATH, UYTOOBI YOCIUTHCS B OTCYTCTBHHM HAa HHX
KOH(l)I/IZ[eHHI/IaJIbHBIX JAaHHBIX W JIMOCH3WOHHBIX ITPOAYKTOB. I[OJDKHa BBIIOJHATBCA IIpoucaypa
dbopmaTupoBaHUs HOCUTENICH HH(DOPMAITHH, HCKITIOYAIOIIAsi BO3MOKHOCTh BOCCTAHOBJICHUS TAHHBIX.

6.15.11pu 3anucu Kakok-mu060 MHGOPMAIIMK Ha HOCUTENb IS Nepeaadn CyObeKTaM, y4acTBYIOIIUM
B MH(POPMAIMOHHOM OOMEHE, HE0OXOauMO YOeTUTHhCS B TOM, YTO HOCHTEIh YUCT, TO €CTh HE
COJICP’)KUT HUKAKMX WHBIX AaHHBIX. [IpocToe mepedopmaTUpoBaHUE HOCUTENS HE JAeT rapaHTUU
MOJTHOTO YAaJICHUs 3allMCAaHHOW Ha HeM HH(OpMAIIHH.

6.16.ITopTel mepepaun naHHbIX, B TOM umcie CD AHMCKOBOABI B CTAallMOHAPHBIX KOMIIBIOTEpax
corpyaHukoB MB/IOY 6nokupyrorcs, 3a HCKIIIOYEHHEM TeX CIIy4aeB, KOTJa COTPYAHUKOM IIOJyYEHO
paspelIeHue Ha 3alluCh OT aJMUHUCTPATOpA.

6.17.Bce mporpammHoe oOecnedyeHue, YCTAaHOBJIIEHHOE Ha npepoctaBieHHoM MBJIOY
KOMITBIOTEPHOM 00O0pYZOBaHUH, sABIseTcsS coOCcTBeHHOCThI0 MBJIOY M NOMKHO HMCIOJIB30BaThCS
HUCKIIFOYUTECIIBHO B IPOMU3BOJACTBCHHBIX LCJIAX.

6.18.CoTpyiHrKaM  3ampemiaeTcsi yCTaHABIMBATH HA  MPEJOCTAaBICHHOM B  IOJb30BAHUE
KOMIIBIOTEPHOM 00OpY/I0BAaHUU HECTAaHIAPTHOE, HENMIIEH3MOHHOE IPOrpaMMHOe oOecredeHrne Win
porpaMMHOe oOecIieueHre, He UMEIOIee OTHOMICHHMS K UX TTPOU3BOJICTBEHHOM JesaTeabHoCcTH. Ecim
B X0/I€ BBIIOJIHEHUS TEXHUYECKOT'0 00CITY>)KMBaHMsI OyJIeT 00HAPYKEHO HE Pa3pelIeHHOE K YCTAaHOBKE
porpaMMHOE OOecTieueHrne, OHO OyJIeT yIajeHo, a COOOIICHHE O HApYyIICHUU OYyAeT HalpaBICHO
HemnocpecTBeHHO 3aBeayoimemy MBJIOY.

6.19.Ha Bcex mopTaTuBHBIX KOMIIBIOTEPAX JOJDKHBI OBITH YCTAHOBIICHBI IIPOTPAMMBI, HEOOXOJMMBbIE
JUTsE 00ECTICYeHHS 3alUTHl HH(POPMAIIHH:

* IEPCOHATILHBII MEXCETEBOM IKpaH;

* QHTUBUPYCHOE NPOrpaMMHOE 00eCIIeUeHNUE;

* IpOorpaMMHOe obecrieueHne MUPPOBaHUS KECTKUX JHCKOB.

6.20. Corpynauku MBJIOY HE JTOJDKHBI:

* OJIOKMpOBAaTh AHTUBUPYCHOE NMPOTrPaMMHOE 00ECIICUEHNUE;

* yCTAHABJIMBATh JIPYro€ aHTUBUPYCHOE ITPOrpaMMHOE 0OecreueHue;

* U3MEHSTh HACTPOUKH U KOH(PUTYPALIUIO AHTUBUPYCHOTO MPOTPaMMHOI0 00€CIIEUEeHHUS.

6.21.9neKTpoHHBIE COOOIIEHUS JOJKHBI CTPOTO COOTBETCTBOBATh CTaHAApTaM B OOJIACTH JIETTOBOM
3TUKU. Mcronb30BaHUE 3JEKTPOHHOM MOYTHI B JIMYHBIX LENAX He gomyckaercs. CoTpynHUKaM
3anpeniaercs HanpasisaTh KoHuaeHanbHyo naopmanno MB/IOVY no snekrpoHHOMN noyre 6€3
UCITOJIb30BaHus cucteM muppoBanus. Ctporo koHpuaeHuansHas napopmanus MbBJIOY, vu npu
KaKHX 00CTOSITEIILCTBAX, HE MOJISKUT MEPECHUTKE TPETHUM JIMIIaM TI0 dJICKTPOHHOMH MmouTe.

6.22.Mcnions3oBanue cotpyaaukamu MBJIOY nmyOnudHBIX MOYTOBBIX SIIUKOB AJIEKTPOHHOW MOYTHI
OCYIIECTBIISIETCS. TOJILKO TIPU COTJIACOBAaHWHM C OTBETCTBEHHBIM 3a oOOecreueHne Oe30MacHOCTH
nH(OpMaIUK TIPH YCIOBUU TPUMEHEHUST MEXaHU3MOB MU (DPOBAHUS.

6.23.Corpynanku MBJIOY 11 oOMeHa MOKyMEHTaMHU JOJKHBI HCIIONIB30BAaTh TOJIBKO CBOM
O(UIMATIEHBIA apec AIEKTPOHHON TOYTHI.



6.24.CooO1ieHnsi, MepechlIaeMble MO 3JIEKTPOHHON TOYTe, MPEACTaBISIOT CO00H MOCTOSHHO
UCTIONIB3YEMBI MHCTPYMEHT JUISl 3JICKTPOHHBIX KOMMYHUKAIMI, UMEIOIINX TOT K€ CTaTyC, 4TO U
nuchMa, W (aKCUMHIIIBHBIE COOOMICHUS. DJCKTPOHHBIC COOOMICHHUS TMOMJIEKAT TaKOMy Ke
YTBEP)KJICHHIO W XPAaHCHHIO, YTO M TPOYUE CPEACTBA IMHUCHMEHHBIX KOMMYHHKanuid. B 1emsx
MPEIOTBPAIICHHUS OIMMOOK TPH OTIPaBKE COOOIIECHUI MOJIb30BATENH TEpe]] OTIMPABKOU JIOJIKHBI
BHUMATEJIBHO MPOBEPUTh NPABWIBHOCTh HANMCAHWS MMEH W aJPECcOB IMoiydyaresieil. B ciyuae
MOJIyYEeHHUsI COOOLICHNS JTMIIOM, BHUMAaHUIO KOTOPOTO 3TO COOOILEHHE HE MpeJHa3HAYaeTCs, TaKoe
cooOIIeHrEe HEOOXOIMMO TIEPEIPaBUTh HEITOCPEICTBEHHOMY TIOJTYYaTeIko.

6.25.He nonyckaeTcst Ipu UCIOJIb30BAHUS JIEKTPOHHOMN MOYTHI:

® pacchUIKa COOOIICHWI JIMYHOTO XapakTepa, HWCIONB3YIOIMNUX 3HAYUTEIBHBIE PECYPChI
ANEKTPOHHOU MOYTHI;

® pacchUIKA PEKJIaMHBIX MaT€pUAJIOB,;

e [OANMHMCKA HA PACCBUIKY, Yy4acTHE€ B JHUCKYCCHUSAX U TOJOOHBIC YCIYTH, HCIOJB3YIOIUE
3HAYUTEIIbHBIE PECYPCHI AJIEKTPOHHOU MOYTHI B TUYHBIX IIEJISIX;

® T[IOMCK M YTEHHUE COOOILICHWI, HANpPaBIEHHBIX APYTrUM JMIaM (HE3aBUCUMO OT cIrocoba HxX
XpaHECHUS);

® TIepechUIKa JIFOOBIX MaTEepUaIoB, KaK COOOIIECHMM, TaK M MPUIOKEHUN, COAEPKAHUE KOTOPHIX
SIBJSIETCS. ~ MPOTUBO3AaKOHHBIM,  HENPHUCTOWHBIM,  3JIOHAMEPEHHBIM,  OCKOPOUTEIbHBIM,
YTPOXKAIOUINM, KIEBETHUYECKHM, 3JO00HBIM HJIM CIOCOOCTBYET MOBEACHUIO, KOTOPOE MOXKET
paccMaTpuBaThCS KaK YTrOJOBHOE MPECTYIUICHWE WM aJIMUHUCTPATUBHBIN MPOCTYIOK JHOO
MPUBOJIUT K BO3HHUKHOBEHHIO T'Pa)KIAHCKO-TIPABOBOW OTBETCTBEHHOCTH, OECIOPSAKOB MU
MIPOTUBOPEUYUT CTAHIAPTaM B 00IaCTH ITHKH.

6.26. Bce monp30BaTeny TOMKHBI OBITH OCBEIOMIIEHEI O CBOEH 00I3aHHOCTH COOOIIATh 00 H3BECTHBIX
WIN T0JI03PEBAEMBIX UMM HAPYIICHUSAX MHPOPMAIMOHHOW O€30IMacCHOCTH, a TaKKe JOJDKHBI OBITh
HpOI/IH(l)OpMI/IpOBaHBI O TOM, 4YTO HH HpI/I KaKux O6CTO$[TGJH)CTB3,X OHHU HC IOOJDKHBI IIBITATHCS
MCIIOJIb30BATh CTABIIIME UM U3BECTHBIMHU C1a0ble CTOPOHBI CUCTEMBI 0€30MIaCHOCTH.

6.27.B cnyuae Kpaku TEpPEHOCHOTO KOMIBIOTEpAa CcIeAyeT He3aMeIJIUTENbHO COOOIIUTh
3aBenyromniemy MBJIOY.

6.28.Eciin nmeeTcs MOJO3pPEHHME WM BBISIBJICEHO HAJIMYME BUPYCOB WJIM HHBIX Pa3pyLIMTEIbHBIX
KOMITBIOTEPHBIX KOJIOB, TO Cpa3y Mocie UX 0OHapyKEHUs! COTPYAHUK 00s3aH HE UCIOIb30BaTh U HE
BKJTIOYATh 3apaKEHHBIH KOMITBIOTEP, HE TOJCOEAWHATH 3TOT KOMIBIOTEp K KOMIBIOTEPHOW CETH
HIKOJIBI IO TE€X MOp, IOKA Ha HEM He OyJeT IPOU3BEIECHO yalleHue 00HapyKEHHOT'0 BUpYca U MOJIHOE
AQHTHBHPYCHOE CKAaHHUPOBAHUE aIMUHHCTPATOPOM.

Corpynnukam MBJIOY 3ATIPEILIAETCA:

e Hapywmarh nHpopMaMoHHYyto O0e3onacHocte MBJIOY;

® CKaHUPOBATh MOPTHI HJIU CUCTEMY 0€30IaCHOCTH;

® KOHTPOJHMPOBATH PAOOTY CETH C MEPEXBATOM JAHHBIX;

® TIONyYaTh JIOCTYNl K KOMIBIOTEPY HIIM YYETHOH 3amuch B 00XOJ CHCTEMBI HICHTH(DUKAIUH
MOJTE30BATEIS HITH O€30MaCHOCTH;

e mepeaaBaTh MHGOPMAIMIO O COTPYAHUKAX WM crucku coTpynHukoB MBJIOY nmocropoHHUM
JUIAM;

®  CO3/1aBaTh, OOHOBIIATH HIIM PACTIPOCTPAHATH KOMITBIOTEPHBIE BUPYCHI U TIpOUee Pa3pyIINTEIHHOE
MporpaMMHOE OOecrieueHue.



6.29.0TBETCTBEHHOCTh 332 COXPAaHHOCTh JAHHBIX HA CTAllMOHAPHBIX U MOPTATUBHBIX MEPCOHAIBHBIX
KOMIIBIOTEPAX JIEXKUT HA M0JIb30BATEIIAX.

6.30.HeoOx0auMo perysipHO [eflaTh pe3epBHbIC KOMHUU BCEX OCHOBHBIX CIY)KEOHBIX IaHHBIX U
MPOrPaMMHOTO O0ECTICUeHUSI.

7. YnpasJieHue nH(OPMAIMOHHOH 0€30MaCHOCTBIO

VYupasnenne Ub MB/IOVY Bxitouaer B ceOsi:
e pa3paboTKy M MOAJAEp)KaHHE B aKTyalbHOM cocTossHUM [lomuTuku uHGOpMaMOHHON
0€30I1aCHOCTH;
e pa3paboOTKy W MOJJAEpKaHHE B AaKTYaJIbHOM COCTOSHMM HOPMAaTHBHO- METOIMYECKHX
JIOKYMEHTOB 110 ooecnieueHuto Ub;
e oOecreueHue Oecniepe0oitHOro QYHKIIMOHUPOBAHHS KoMILiekca cpeacts Ub;
® OILICHKY PUCKOB, CBSI3aHHBIX C HapyleHusmu Ub.

8. Peasiuzanusi noJMTUKHA NHPOPMAITMOHHO 0€30I1aCHOCTH

Peamuzaums  Ilomutuku Wb MBJIOY  ocymecTtBisiercss Ha  OCHOBaHMM  JTOKYMEHTOB,
PETIIaMEHTHPYIOMIMX OTACIbHBIC MPOIEIYyPhl M TPOIECCHl MPO(PEeCCHOHAIBHON ACSITETFHOCTA B
yIpaBJICHUH.

9. llopsinOK BHECEHUSI M3MEHEHMI M IONOJIHEHUH B MOJTUTUKY HH(POPMALMOHHOM
0e301acHOCTH

Buecenne n3menenuii u gonoiaaenuit B [lonmutiky nHopMamoHHONH 0€30MacHOCTH TPOU3BOIUTCS
HE PeKe OJHOIO pasa B TPU roJia ¢ LIEJIbI0 IPUBEICHNS B COOTBETCTBUE onpeeneHHbIX [lonuTukoi
3allUTHBIX MEP pealbHbIM KU3HEHHBIM YCJIOBUSAM U TEKYIIIUM TPeOOBaHUAM K 3aIIUTE HHPOPMAIUH.

10. KonTpoJsb 3a codJ/iioeHneM NOJTUTUKHA MHGOPMAITMOHHON 0€301aCHOCTH

10.1. Texymuii KOHTPOJIb 3a COONMIOIEHNEM BhINIOJIHEHUs TpeboBanuii [lonutuky nHdopmanoHHON
6e3onacioctt MB/IOY Bo3naraercst Ha COTpyJHHMKA, HAa3HAYEHHOTO INPUKA30M 3aBEAYIOIIErO
MBJIOV.

10.2. 3aBenyrommit MBJIOY Ha perymnsipHON OCHOBE pacCMaTpPHUBAET peaU3aIfi0 U COOIOJACHUE
OTNIeNbHBIX ToNokeHu# [lonmuTuku WHPOpPMAIMOHHOW O€30MacHOCTH, a TakKKe OCYIIECTBIISET
MOCJIETYIONTUH KOHTPOJIb 32 COONTIOZICHUEM €€ TPeOOBaHUIM.
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